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Application for Registered UDP Port Number

• The proposed answers to the IANA UDP Port 
Number Application are shown in this 
presentation

• For application rules, see RFC 6335 – Internet 
Assigned Numbers Authority (IANA) Procedure 
for the Management of the Service name and 
Transport Protocol Port Number Register

• Existing assignments can be found at 
https://www.iana.org/assignments/service-
names-port-numbers/service-names-port-
numbers.txt

https://www.iana.org/form/ports-services
https://tools.ietf.org/html/rfc6335
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt


Background - Service Name (from RFC 6335)



Background - Description, Reference 
(from RFC 6335)



Resource Request - 1



Resource Request - 2



Resource Request - expanded

Reference:
• IEEE Std 1914.3a (RoE) defines the encapsulation and 

mapping of radio protocols transported over Ethernet 
frames and Internet Protocol packets and the operation 
of its mappers and de-mappers.
The RoE protocol is not expected to use broadcast, 
unicast, or anycast.
The reasons why RoE needs a registered UDP port 
number are explained in the Usage Questions below.



Usage Questions - 1



Usage Questions - 2



Usage Questions - expanded

If UDP is requested, please explain how traffic is 
limited, and whether the protocol reacts to 
congestion.
• The maximum traffic load for each RoE connection is 

limited by the bandwidth of the corresponding radio 
antenna(s). RoE packets are expected to be prioritized 
appropriately using Ethernet VLAN, IPv4 DSCP, and/or IPv6 
Traffic Class. The RoE protocol defines mechanisms for 
detecting lost and late packets as well as replacement data 
patterns to take the place of the payload in lost packets.



Usage Questions - expanded

If UDP is requested, please indicate whether the 
service is solely for the discovery of hosts 
supporting this protocol.
• The UDP service is not for the discovery of hosts 

supporting this protocol.



Usage Questions - expanded

Please explain how your protocol supports 
versioning.
• The same UDP port number would be used for all versions 

of the IEEE 1914.3 protocol. Each of RoE's message types, 
including ones that might be defined in the future, can be 
identified by the protocol's subType field.



Usage Questions - expanded

Please describe how your protocol supports 
security. Note that new services are expected to 
support security capabilities and to avoid insecure 
variants.
• The RoE protocol relies on security as provided by 

appropriate mechanisms such as MACSec at the Ethernet 
layer and/or IPSec at the IP layer.



Usage Questions - expanded
Please explain why a unique port assignment is necessary as 
opposed to a port in range (49152-65535) or existing port.
• A unique UDP port assignment is necessary because:

a) Each RoE connection is semi-permanent and occupies the UDP port 
number indefinitely.

b) The management capabilities are very light at radios that are 
serviced by RoE.  They would not typically have the look-up services 
required to get a dynamic port number.

c) RoE packets need to be accurately timestamped (with nanosecond 
accuracy) when they arrive at their destination.  Timestamping with 
this accuracy requires hardware identification of RoE packets.  
Because a single IP address could terminate up to 256 RoE 
endpoints (identified by the RoE flowID field), a single UDP port 
number would allow the hardware classification logic to operate fast 
enough to identify all RoE packets for timestamping.  If every IP 
address had a corresponding 256 dynamically assigned UDP port 
numbers, a hardware timestamping implementation would become 
infeasible.

d) An RoE connection could span across multiple network domains that 
are serviced by different operators.  This prevents any coordinated 
assignment of dynamic UDP port numbers.



Usage Questions - expanded

Please explain the state of development of your 
protocol.
• The IEEE 1914.3a standard is expected to go through IEEE 

sponsor balloting in the summer of 2021 and to be 
submitted to IEEE SA for approval at the end of 2021.



Usage Questions - expanded

Please provide any other information that would be 
helpful in understanding how this protocol differs 
from existing assigned services.
• RoE defines unique standardized methods to carry various 

types of radio data over packets.
• RoE cannot share an already-assigned UDP port number 

with any existing IEEE protocol because it does not have 
an unique identifier that could separate it from any other 
IEEE protocol.


